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Cyberterrorism is a threat that bas only surfaced worldwide in the past decade—and evidence shows that it is here to stay.
With the resourcefulness of terrorists and their adaptability to ever-changing society and technology, it is a form of warfare

that needs to be recognized, re-evalnated, and responded to. This article discusses cyberterrorism by exploring its definition;
how its attacks on business and government entities know no boundaries; U.S. and international response; current laws; and

security engineering design guidelines.

“... cyberspace is real. And so are the risks that come with it.” [1]

dvances in computing technology,

along with changes in society, propa-
gated the movement of computers from
secret laboratories to the average
American household. The more we
embrace cybertechnology, the more
potential it has for being used against us.
Our technical dependence is narrowing
the gap between the physical world and
the virtual world that surrounds us.

According to the FBI:

.. terrorism includes the unlawful
use of force and violence against
persons or property to intimidate
or coerce a government, the civil-
ian population, or any segment
thereof, in furtherance of political
or social objectives. [2]

Cyberterrorism is an extension of tet-
rotrism, and is a result of the resourceful-
ness of terrorists and their adaptability to
ever-changing society and technology. It is
further defined as:

The premeditated, politically moti-
vated attack against information,
computer systems, computetr pro-
grams, and data which result in vio-
lence against noncombatant targets
by subnational groups or clandes-
tine agents. [3]

Cyberterrorism allows terrorists to focus
their attacks through virtual warfare from
anywhere in the world, at a low cost, with
a high level of anonymity, and with no
time or space restrictions [4]. Today,
cyberterrorism includes a limitless range
of crimes, such as defacing Web sites;
stealing sensitive information; creating
worms, Trojan horses, and viruses; and
attacking infrastructures. It can arise from
individuals, groups, organizations, nation-
states, ot countries.
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President Barack Obama, 29 May 2009

The selection of tools and technolo-
gies that a cyberterrorist can utilize include
malicious code, hacking, cryptography,
and steganography [4]: malicious code or
other hacking techniques to get access to
systems, and cryptography and steganog-
raphy for sectet communication.
Sometimes the public becomes a sec-
ondary victim when confidential informa-

““Web site defacement is
the most common and
extreme visual display of
cyberterrorism ...
although the aftermath
may not always be
violent, it does serve
the purpose of
intimidation ...”’

tion (e.g, passwords, social security num-
bers, credit card numbers, etc.) is stolen
and used to aid virtual and real-world ter-
rorist efforts.

And, of course, the future of cybertet-
rorism is still being determined by the
actions that are being taken now, and will
be taken in the near future.

The History of

Cyberterrorism

Cyberterrorism has a short history: Only
in the past decade have cybersecurity
threats surfaced worldwide. Obvious tar-
gets of cyberterrorism consist of critical
infrastructures—including transportation,
electric power grids, oil and gas distribu-

tion, telecommunications, ait traffic, and
financial institutions.

In February 2000, a distributed denial
of service (DDoS) attack was launched on
popular Internet sites Yahoo, Amazon,
eBay, CNN, eTrade, ZDNet, and Datek.
Millions of people were unable to access
services provided by these companies,
resulting in monetary loss and a decline in
the sense of security previously offered by
these top-tier Web sites [5].

While the focus the following year
became physical terrorism (9/11), an inci-
dent involving China and the US. in April
2001—the collision between an Ametican
surveillance plane and a Chinese fighter
aircraft—was the likely culprit that initiat-
ed a series of cyberattacks and Web site
defacements between the two countties
[6].

Web site defacement is the most com-
mon and extreme visual display of cybert-
errorism. It is a form of cyberterrorism
because, although the aftermath may not
always be violent, it does serve the put-
pose of intimidation with a political
and/or social agenda. Politically motivated
Web site defacement has occurred fre-
quently in the past and present. Korean
University students defaced Japanese Web
sites to protest the content of Japanese
textbooks [7]. In protest of the Japanese
Prime Ministet’s visit to the Yasukuni
Shrine, pro-Chinese hackers defaced
Japanese Web sites. Additionally, the
Pakistan-India conflict and the Israel-
Palestine conflict both involved Web site
defacements [6]. In 2003, Romanian hack-
ers attacked the National Science
Foundation’s Amundsen-Scott South Pole
Station [8]. In 2007, there were several
cyberattacks on Estonia, mostly DDoS
attacks on police, media, financial, and
government Web sites; Estonia claimed
that Russia was hacking into their systems.
In August 2008, the Georgia-Russia con-
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tlict continued the pattern of Web site
defacements between adversarial na-
tions—both countries’ Web sites were
defaced during the period of tension over
South Ossetia [9].

In early 2009, there was a report [10]
that the computer systems that controlled
the US. power grid were penetrated by
foreign threats, likely Russia or China, and
evidence of signature software was found.
Although no monetary damage was done,
the implication is inconceivable. There are
many control systems (e.g., SCADA) that
exist today with both cyber and physical
vulnerabilities and whose unauthotized
control/execution/destruction  would
have far-reaching effects. More recently,
July 4, 2009, cyberattacks were launched at
the U.S. and South Korea. The US. targets
of the DDoS attacks included the New
York Stock Exchange, Pentagon, Treasuty,
Secret Service, Department of Transpot-
tation, and the White House. There has
been speculation that the source of the
attacks was from North Korea, but there
is currently no solid evidence to confirm
this allegation [11]. Countries such as
China, Cuba, Iran, Iraq, Libya, North
Korea, Russia, Sudan, and Syria are
believed to present a greater threat for
potential cyberattacks than other nations.

Responding to
Cyberterrorism

Cyberterrorism is real, and evidence
shows that it is here to stay. While serving
as US. Attorney General, John Ashcroft
said: “One of this nation’s most funda-
mental responsibilities is to protect its cit-
izens, both at home and abroad, from ter-
rorist attacks” [12]. After recognizing
cyberterrorism as a genuine security con-
cern, we as a nation should move into a
more complex process of responding. In
order to win this 21st century electronic
war, we should adapt our practices and
culture to these drastic changes brought
on by the information age.

On May 29, 2009, President Obama
announced that our digital infrastructure
would be treated as a “strategic national
asset” and that protecting it would be a
national security priority [1]. He also
announced the position of the
Cybersecurity Coordinator, responsible
for overseeing the government’s effort to
manage, protect against, and respond to
cyber incidents.

The development of a new DoD com-
mand, US. Cyber Command (USCYBER-
COM), is another response to cybet-
threats by the Obama administration. The
goal of the USCYBERCOM is securing

our freedom of action in cyberspace [13].
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The proposed headquarters would be in
Fort Meade, Maryland. The implementa-
tion plan was submitted this September to
Secretary of Defense Robert Gates.
USCYBERCOM is planned to be at full
operating capacity by October 2010.

Another response is the establishment
of the Cyberterrorism Defense Analysis
Center (CDAC), jointly administered by the
DHS, Federal Emergency Management
Agency, and Training and Exercise
Integration/Training Operations [14]. The
goal of CDAC is to provide comprehensive
cyberterrorism training to technical person-
nel in critical-need infrastructures.

One method of ditect response to
cyberterrorism is the establishment of laws
addressing cybersecurity. The US. govern-
ment addresses threats to national cyberse-
curity with the Cyber Security Enhance-
ment Act of 2002, H.R. 3482. This amend-
ment of the Homeland Security Act calls
for toughening the authority of the federal

““Cyberterrorism is
a global problem and
as such requires global
attention with
initiatives to punish
and deter cyberterrorists
worldwide.”

government in securing our nation’s infra-
structures and computer systems. It gives
Internet service providers shelter from cus-
tomer litigation after reporting a customer’s
suspicious activities and allows more exten-
sive sentencing of cyber criminals, includ-
ing up to 20 years imprisonment for harm-
tul acts and life imprisonment for life-taking
acts [4].

Because cyberspace is bordetless,
attacks can originate from anywhere in the
world and are not limited by physical
boundaries. Cyberterrorism is a global
problem and as such requires global atten-
tion with initiatives to punish and deter
cyberterrorists worldwide. International
responses to cyberterrorism include
Singapore’s Computer Misuse (Amen-
dment) Act of 2003, Pakistan’s Prevention
of Electronic Crimes Ordinance of 2008,
and India’s Information Technology
(Amendment) Act of 2008. Anyone can fall
victim, either by being the target of an
attack, or by being an involuntary medium
(such as with botnet zombies, a network of
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computers controlled by malicious code). A
sophisticated botnet attack can come from
numerous countries at the same time.
Therefore, information, intelligence shar-
ing, and cooperation between allied coun-
tries are all the more essential to counter
cyberterrorism.  An example is the
International ~ Multilateral ~ Partnership
Against Cyber Threats, a coalition of 26
countries with the mission to empower the
global community with the capacity to com-
bat cyberterrorism [15].

Cyberterrorism is a complex problem
that calls for a comprehensive Defense-in-
Depth strategy with particular points of
emphasis on prediction (proactive analysis
of mualicious activities to understand intent,
nature, and impact for contingency plan-
ning); prevention (securing an environment
to avoid penetration); deterrence (applying
protection mechanisms to hurdle intruder
efforts and thus causing delays in achieving
a malicious goal); detection (ensuring visi-
bility of suspicious activities); and response
and recovery (reacting to security incidents
by eradication, interdiction, and restoration)
[16, 17]. These points of emphasis can be
implemented by training, awareness, educa-
tion, preventive security controls, security
detection mechanisms, backup and recov-
ery mechanisms, as well as the building of
survivable systems.

The future of cyberterrorism can be
negatively impacted by increasing the level
of difficulty for terrotists to access vulnera-
bilities and decreasing the surprise and
anonymity of attacks. Security engineering
can help in this respect—where security is
not an afterthought, but carefully dealt with
from the beginning of the system life cycle.
According to [18], the 10 design guidelines
of security engineering are to:

1. Base security decisions on an explicit
security policy.

Avoid a single point of failure.

Fail securely.

Balance security and usability.

Be aware of the possibility of social
engineering,

Use redundancy and diversity to reduce
risk.

Validate all input.

Compartmentalize assets.

. Design for deployment.

0. Design for recoverability.

These guidelines should be part of the
DoD software community culture and
practice, as they hold the responsibility for
development and maintenance of govern-
ment software systems, in turn being the
key target of cyberterrorists. Interweaving
security engineering practices with design-
ing, developing and testing systems, and
management of cyberterrorism by proper
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21st Century Defense

Software Defense Application

Cyberterrorism is a form of 21st century warfare that needs to be examined, espe-
cially in the DoD software community culture, where practitioners hold the respon-
sibility for development and maintenance of government software systems, in turn
being the key target of cyberterrorists. This article looks at cyberterrorism by exam-
ining its definition, history, soutces, current laws, and government responses, and pro-
vides security engineering design guidelines especially useful in the DoD.
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